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The article analyzes global cyber-risks and their effect on the economy. The types of cyber-risks impeding
various areas of life are characterized and their negative influence is shown. The state of the digital world of today is
analyzed: positive effects and problems of the informatization of society are marked. The basic issues of cyber-risks are
outlined and recommendations for their management at the micro and macro levels are provided.

Keywords: risk, cyber-risk, risk management, internet, cyber-attack, cyber-crime, breach, cyber-security.

Our world today is in the midst of the greatest information revolution in the history of
humanity. Hereby, more than 40 % of the world’s population has access to the internet web, with
more and more users coming online each day [1, p. 2].

During the last decade, the number of internet users has grown more than by 3 times — from
1 billion in 2005 to an estimated 3.2 billion at the end of 2015. Presently typical day in the life of
internet users consists of 207 billion of sent e-mails, 4.2 billion of Google searches, 2.3 GB of web
traffic, 152 million of Skype calls and 36 million of Amazon purchases [1, p. 6]. It means that
businesses, people, and even governments are now more connected than ever before. The
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information revolution has brought and immediate private benefits such as easier access to the
information, better convenience, free digital products, and new different forms of leisure.

For example, in Kenya after the introduction of the digital pay system M-Pesa, the sending
remittances decreased by 90%. The online platform of e-commerce Alibaba accelerates efficiency
of the economy of China through the reduction of coordination costs.

But have new technologies generated faster economic growth and are the countries reaping
sizable digital dividends? Arises and another question — will the information technologies continue
to bring economies to innovation and prosperity? In so far, developing technologies bring not only
new possibilities but also — new risks called cyber ones [2, p. 197].

Cyber-risks appear in many forms, all of which can represent major threats to doing
business. Enterprises increasingly face new exposures, including third-party damage, business
interruption and different regulatory consequences. Cyber-risk is commonly defined as exposure to
harm or loss resulting from breaches of or attacks on information systems [3, p. 1]. However, this
definition must be broadened. We consider that the most accurate definition of cyber-risk was given
by CRO Forum who described “cyber-risk” to mean: “Any risks that emanate from the use of
electronic data and its transmission, including technology tools such as the internet and
telecommunications networks. It also encompasses physical damage that can be caused by cyber-
security incidents, fraud committed by misuse of data, any liability arising from data storage, and
the availability, integrity and confidentiality of electronic information — be it related to individuals,
companies, or governments.” [4].

The 2016 Global Risk Report labels the increase of cyber dependency as one of the long-
term trends that will contribute to amplifying global risks. Moreover, the cyber-attacks were ranked
in the top 10 global risks. The scope, scale, and impact of them are growing rapidly: the estimated
annual cost to the global economy from cyber-crime in 2016 totaled 445 billion $ [5, p. 4]. It is also
prognosticated that the cost of data breaches will reach 2.1 trillion $ by the end of 2019 [6, p. 6].

Various researches’ data show that 2016 sets new records in the field of ICT:

— There were 4,149 breaches reported during the year that exposed over 4.2 billion records.

— Top 10 breaches exposed 3 billion records combined.

— Ninety-four breaches of the year exposed more than million records.

— There were 102 countries reporting at least one data breach in 2016.

— The Top 10 economies accounted for 64.4% of the breaches.

— Six breaches of 2016 have taken their place on the Top 10 List of All Time Largest

Breaches [5,7].

It is clear that the impact of cyber-attacks is also moving from the virtual to the physical
world. In 2015, a hack on three Ukrainian power distribution companies caused outages to 80,000
energy customers. [8, p. 6].

All those facts actualize the problem of cyber-risks and make them the object of research of
a set of organizations and individual scientists. The most widely known experts in the area of cyber-
risks are the Ponemon Institute, Hewlett Packard Enterprise, Risk Based Security Inc., Allianz
Global Corporate & Specialty, Marsh & McLennan Companies, PriceWaterHouseCoopers etc. that
often publish handbooks on the problems of digital world.

The aim of the article is to quantify the economic impact of cyber-risks and observe their
trends of development over the time.

In the past 20 years, the nature of corporate asset value has changed significantly, shifting
away from the physical and toward the virtual: it was found that 80 % of the total value of the
Fortune 500 today consists of intellectual property and other intangibles [8, p. 4]. Along with the
rapidly expanding “digitization” of corporate assets, there has been a corresponding digitization of
the corporate risk which led to the occurring cyber risk. In turn, this risk can vastly affect the
competitive position of the enterprise in the market, enterprise’s stock price, and shareholder value.

The cost of cyber-risk also rapidly grows. According to the Ponemon Institute’s study, the
total cost of cyber-crime during 2016 in Russia increased by 29 %, in the United States — by 19 %,
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in Japan and the United Kingdom — by 14 %, in Germany — by 8 %. In Ukraine this number exceeds
25 % [7].

Enterprises nowadays view cyber-risks in the same way they consider other critical risks —
in terms of a risk-reward trade-off. This is especially difficult in the cyber arena because of the
complexity of cyber threats that has grown drastically. Enterprises are faced with the increasingly
sophisticated events that outstrip traditional defenses. As the complexity of these attacks increases,
so does the risk they pose to the companies. The top 10 cyber-risk types and their frequency of
occurrence are presented in Figure 1.

Figure 1. Top 10 cyber-risks’ incidents in 2016, % [4,9]
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The potential effects of cyber-risks are expanding well beyond information loss, and include
significant damage in other areas. As of now, enterprises are subject to the attackers who are part of
very sophisticated teams that deploy increasingly targeted malware against systems and individuals
in multi-staged, stealthy attacks. These attacks, sometimes referred to as APTs (for advanced
persistent threats), were first deployed against government entities and defense contractors. More
recently, they have migrated throughout the economy, meaning that virtually any organization is at
risk. The average impact of cyber-risk by sectors of the economy is situated in Figure 2.

Figure 2. The impact of cyber-risk by sector of economy, % [1,4]
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Nevertheless, in any area, the information theft is the most extensive consequence of a
cyber-crime. In most cases it results in business disruption (39 %), information loss (35 %) and
profit loss (21 %) [9, p. 16]. One of the defining characteristics of cyber-attacks is that they can
penetrate virtually all of a company’s perimeter defense systems, such as firewalls or intrusion
detection systems. In other words, if a skilled hacker targets an enterprise’s systems, they will
almost certainly breach them [8, p. 4].
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But not only large companies are at risk: although small and medium-sized enterprises
believe that they are too insignificant to be a target, that opinion is deeply wrong. In fact, the ma-
jority of cyber-attacks are levied against smaller organizations that have fewer security resources. In
addition to being targets in their own right, smaller firms are often an attack pathway into larger
organizations via customer, supplier, or joint venture relationships, making vendor and partner
management a critical function for all interconnected entities [8, p. 5].

At the same time, some researchers think that, so far, cyber-space has been safe enough,
secure enough and more data breaches, more disclosures of critical vulnerabilities will only come in
the future [10, p. 2]. A future where the annual costs of being connected will outweigh its benefits.
According to Zurich Insurance Group and the Atlantic Council’s models, annual cyber-security
costs in high-income economies like the U.S. have already begun to outweigh the annual economic
benefits arising from global connectivity. For all economies, the inversion of costs and benefits is
expected to occur within the next five years (Figure 3).

Figure 3. ICT cyber benefits and costs, global annual totals, 2010-2030 [13]
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Moreover, prognostications of future losses can become even more chilling: according to a
certain study, between $9 trillion and $21 trillion of global economic value creation in the next five
to seven years could be at risk if organizations and governments are unable to adopt successful
strategies to combat cyber threats [8, p. 5].

But, there is a positive side. Whereas the cyber costs tend to be experienced as ‘one-time
deals’, cyber benefits tend to deliver positive effects after they originally left for many years to
come.

Based on current tendencies of development of our digital world, scientists also made a
prediction as touched to the four possible variants of future, symbolically named Cyber Shangri-La,
Independent Internet, Leviathan Internet and Clockwork Orange Internet [10, p. 18-21]. The
substance of those possibilities is expressed in table 1.

It’s hard to say which variant of future is more likely to come. But more and more scientists
make gloomy predictions. The threat of cyber-risk will continue to rise, and it’s up to the
governments and businesses to choose their policy to make one of these predictions to come true.

In light of the above, we make a conclusion that cyber-risk is one of the most complex
problems of the present and it requires expert managing. The problem of cyber-risk management
can be viewed at the macro and micro levels.

At the macro level governments should encourage next-generation security projects and aim
for an intermediate situation called a strategy of dynamic stability. In this case, a strong and resilient
internet is driven by a healthy non-state sector, supported when needed by governments.

Therefore, high-income countries especially should increase funding and cooperation on risk
management, and demonstrate exceptional caution in using the internet for intelligence and military
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purposes. It is also necessary to encourage cross-border digital trade and avoid location-specific or
market restrictions on where ICT equipment is made. Even if such protectionist market restrictions
make policy sense in the short run, they import physical borders, which will similarly reduce trade
and hurt national and global GDP growth.

Table 1

Alternative worlds: scenarios of international development

Variant of future Characteristics Impact on the economy
Cyber Shangri- | Newly created technologies create benefits | ICT becomes the main driver of innovation
La faster than costs are accumulated. The cyber | process; it benefits among the world as nearly all
defense mechanisms are easier and cheaper, | firms have access to similar technologies. Global
their improvement becomes faster than | cooperation on cyber- security is relatively high.
offences arise.
Independent ICT companies continue to develop new e- | ICT is an important driver of innovation but there
Internet defenses but cyber-terrorists still thrive. is a risk of rising income inequality between
countries in the future. As for now, the ICT
globalization is high.
Leviathan Cyber-security decreases all over the world. | There is little trust between friendly countries.
Internet Most of the nations have predominantly open | Some nations close off their national e-borders
internet borders and from time to time suffer | which lead to the ICT inequality. The impact on
from cyber-attacks. Some countries, like | the economic development is fairly modest with
China and Russia, choke off their national | stably growing GDP. But this growth is far lower
borders so that all the information and attacks | than it could have been with open borders.
have difficulty penetrating.
Clockwork Cyber offence mechanism is unstoppable. | The international cooperation is limited due to the
Orange Internet | ICT usage is very limited and is reserved only | lack of trust between countries. The cost of the
for those people who are rich enough to pay | digital economy is rising much faster than
for proper security measures. dividends of them. Most heavily by cyber-crimes
are affected higher-income countries and so-called
‘middle economies’.

At the micro level the problem of cyber-risk management and cyber-security is a serious
issue affecting virtually all levels of significant entrepreneur activity. Enterprises need to
continuously assess their capacity to address cyber-risks, both in terms of their own fiduciary
responsibility as well as their oversight of management’s activities, and many will identify gaps and
opportunities for improvement. Managers should seek to approach cyber-risk from an enterprise-
wide standpoint; understand the legal ramifications for the company as well as the board itself;
ensure directors have sufficient agenda time and access to expert information in order to have well-
informed discussions with management; and integrate cyber-risk discussions with those about the
company’s overall tolerance for risk.

The problem of cyber-risks is not a problem of one. It’s a problem of all mankind, and it is
necessary to fight together at all levels of our existence.
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